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1 Privacy by Design The 7 Foundational Principles, Ann Cavoukian, Ph.D 

City of Hamilton Protection of Privacy Policy 
 

POLICY STATEMENT The City of Hamilton recognizes that it is responsible for 
information assets created through the provision and management 
of city services.  Ensuring sensitive personal information is 
protected is integral to maintaining public trust and confidence in 
government.   
 
The City is legislatively obligated to protect personal information 
under the Municipal Freedom of Information & Protection of Privacy 
Act (MFIPPA) and the Personal Health Information Protection Act 
(PHIPA).  The City is committed to protecting the privacy of 
individuals while balancing an open, transparent and accessible 
approach to governing.   
 
The City will embed the protection of privacy ‘into the design and 
architecture of IT systems and business practices1’. 

PURPOSE The purpose of this policy is to establish staff accountability, define 
roles and responsibilities and support staff through legislated 
privacy requirements and guidelines.  All City Departments shall 
adhere to the requirements of MFIPPA in respect of exemptions to 
disclosure of sensitive personal and confidential information.  
  
MFIPPA provides a formal right of access to records that are in the 
City’s custody, or under its control, subject to limited and specific 
exemptions to disclosure.  MFIPPA also provides individuals with 
an expectation of privacy. 
 

SCOPE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This policy applies to: 
 
 All personal information including personal health 

information in the custody and control of the City, not limited 
by the scope of any individual statute or regulation. 

 All City employees including full-time, part-time, casual, 
contract, volunteer and student/co-op placement employees 
hired or placed by the City. 

 Vendors, contractors or consultants working for the City. 
They are required to uphold MFIPPA requirements and are 
subject to the same obligations for the handling of personal 
information, including privacy breach reporting. Departments 
are required to include MFIPPA obligations when contracting 
with Vendors and under Vendor Performance Management 
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obligations, this includes undertaking privacy impact 
assessments and identifying privacy design obligations 
when a Vendor is handling personal information on behalf of 
the City. 

 The delivery of services, systems and activities that manage 
information within the City. Privacy obligations and overall 
governance of personal information must be considered 
within existing policies and practices of the City. 
 

This Policy does not apply to: 
 
 Personal information and/or constituency records of 

Members of Council, and/or Council appointees, which are 
not considered to be in the custody and control of the City. 
The use of personal and confidential information by elected 
officials and or appointee’s is governed by the Code of 
Conduct. Complaints regarding the misuse of such 
information are investigated by the City’s Integrity 
Commissioner.  

 The City's Auditor General and Integrity Commissioner / 
Lobbyist Registrar are directly accountable to City Council. 
The Municipal Act requires that these officers perform their 
duties in an independent matter and establishes 
confidentiality requirements of their information. 

 Separate institutions as defined under MFIPPA, including 
but not limited to Library Board, Police Services Board, 
CityHousing Hamilton. 

 Information subject to legislation that overrides the privacy 
provisions of MFIPPA. 

 
DEFINITIONS 
 
Collection 
 
 
 
 
Confidential 
Information 
 
 
 
 
 

 
 

• means the collection of personal information from or about 
the individual to whom the information relates including 
unintended or unprompted receipt. 

 
 

• means information that is subject to the exemptions to 
disclosure found in s. 9 (Relations with Governments), s. 10 
(Third Party Proprietary Information) and s. 14 (1) (Personal 
Privacy) of MFIPPA, as well as any other information that 
the City deems to be confidential. 
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Disclosure 
 
 
 
 
Disposition 
 
 
 
 
Information 
Management 
 
 
 
 
Personal Information 
 
 
 
 
Personal Health 
Information 
 
 
 
 
Privacy by Design 
 
 
 
 
 
 
Privacy Breach 
 
 
 
 
Privacy Impact 
Assessment (PIA) 
 
 
 
 

 
• means the release of personal information by any method 

(e.g., sharing information by any means such as verbally, 
sending an email, posting online) to anybody or person. 
 
 

• means the action taken with regards to personal information 
including destruction, transfer to another entity, or 
permanent preservation. 
 
 

• means planning, creating, capturing, organizing, protecting, 
using, controlling, sharing, disposing of its information 
assets through which the value of that information is 
identified, and trusted. 
 
 

• is recorded information about an identifiable individual. Refer 
to section 2 (1) of MFIPPA for additional information: 
https://www.ontario.ca/laws/statute/90m56  
 
 

• is identifying information about an individual that relates to 
their health or providing health care to the individual.  Refer 
to section 4 PHIPA for additional information: 
https://www.ontario.ca/laws/statute/04p03  
 
 

• means to build privacy and data protection, into the design 
specifications and architecture of information and 
communication systems and technologies at the beginning, 
in order to facilitate compliance with privacy and data 
protection principles. http://www.privacybydesign.ca/  

 
 

• means the improper or unauthorized creation, collection, 
use, disclosure, retention or disposition of personal 
information. 
 
 

• is a process for identifying, assessing and mitigating privacy 
risks. 
 
 
 

https://www.ontario.ca/laws/statute/90m56
https://www.ontario.ca/laws/statute/04p03
http://www.privacybydesign.ca/
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• means the purpose(s) for which the information was 
obtained or compiled. 
 

• in relation to personal health information in the custody or 
under the control of a health information custodian or a 
person, it means to view, handle or otherwise deal with the 
information, subject to subsection 6 (1) of PHIPA, but does 
not include to disclose the information, and “use”, as a noun, 
has a corresponding meaning. 

POLICY 
REQUIREMENTS 
 
Personal Information - 
Protection of Personal 
Privacy 
 
 
 
Collection of Personal 
Information 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
One of the key principles of the Municipal Freedom of Information 
and Protection of Privacy Act is the protection of personal privacy. 
For the definition of personal information, see Appendix A entitled 
‘What is Personal Information’. 
 
 
The City’s employees, or agents acting on the City’s behalf, shall 
only collect personal information that they are authorized to collect. 
This authority can be one of the following: 
 
 collection of the information is expressly authorized by 

provincial or federal legislation; 
 the information is used for the purposes of law enforcement; 

or, 
 the information is necessary to the proper administration of a 

lawfully authorized activity. 
 
The City shall only collect personal information directly from the 
individual to whom it relates, except in circumstances set out in 
MFIPPA or other legislation. Examples of these include: 
 
 where the individual authorizes another method of collection; 
 the personal information may be disclosed to the City under 

the authority of the Freedom of Information and Protection of 
Privacy Act (FIPPA); 

 where the Information & Privacy Commissioner of Ontario 
(IPC) has authorized the City to collect the information 
indirectly from another person; 

 the information is collected for the purpose of law 
enforcement; and, 

 where other legislation provides for a different method of 
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Use of Personal 
Information 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Disclosure of 
Personal Information 
 
 
 
 
 
 

collection. 
 
When collecting personal information, the City must provide the 
individual with a notice of collection statement that contains: 
 
 the City’s legal authority to collect the information; 
 the principal purposes for which the information is intended 

to be used; and, 
 the title, business address and telephone number of an 

officer or employee who can answer questions about the 
collection (why it is being collected, how it will be used). 

 
Notice of collection statements are prepared by staff in consultation 
with the Privacy staff. See Appendix B attached entitled Providing 
Notice of Collection. 
 
 
The City is required to take reasonable steps to ensure that 
personal information is not used unless it is accurate and up to 
date. The City may only use information if the use is consistent with 
the purpose for which it was collected. Any other use may only 
occur with the expressed consent of the individual.  
 
The City is only permitted to use personal information: 
 
 if the individual has consented to the particular information 

being used; 
 for the purpose for which it was obtained or compiled; 
 for a consistent purpose, (i.e. the individual might 

reasonably expect the use);  
 for a purpose permitted by MFIPPA or other legislation; or 
 for the purpose for which the information was collected by 

the City under MFIPPA. 
 
 
The City is only permitted to disclose personal information in the 
following circumstances: 
 
 in compliance with Part I of the Act – Right of Access, or 

other provisions of MFIPPA; 
 if the individual has consented to its disclosure; 
 for the purpose for which it was collected; 
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Retention of Personal 
Information 
 
 
 
 
 
 
 
Privacy Complaints 
and Investigations 
 
 
 
 
 
 
 
 
 
 
 
 
Responding to a 
Privacy Breach Under 

 for a consistent purpose, (i.e. the individual might 
reasonably expect the disclosure); 

 disclosure is made to an employee, consultant or agent of 
the City who needs the record in the performance of their 
duties, and if the disclosure is necessary and proper in the 
discharge of the City’s functions; 

 to comply with federal or provincial legislation; 
 to a law enforcement agency in Canada to aid an 

investigation; 
 in compelling circumstances affecting personal health or 

safety; 
 in compassionate circumstances, (to contact next of kin or 

friend of an injured, ill or deceased person);  
 to a provincial or federal government department for auditing 

of cost-shared programs; and 
 as specifically permitted by other legislation. 

 
 
Personal information that has been collected by the City shall be 
retained for at least one year after it is used, unless another 
retention period has been provided in the City’s Records Retention 
by-law 11-040, as amended, or the individual has consented to its 
earlier disposal.  The purpose of this retention period is to ensure 
that individuals have a reasonable opportunity to obtain access to 
their personal information. 
 
 
Individuals may submit a complaint to the Information & Privacy 
Commissioner of Ontario (IPC) if they believe that the City of 
Hamilton has improperly collected, used, disclosed, retained or 
disposed of their personal information. The City Clerk shall receive 
notice from the IPC in the event that an individual has lodged a 
complaint and an investigation is being undertaken. 
 
The City’s corporate Privacy Office shall, in consultation with 
appropriate Division staff, represent the institution during a privacy 
complaint investigation. The responsible Divisional employee shall 
cooperate and assist the Privacy Office during the course of the 
investigation. 
 
 
Upon learning of a privacy breach or a potential privacy breach 
under MFIPPA, staff shall immediately notify their Manager and the 
Privacy Office.  The Privacy Office will assist the responsible 
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employee in responding to the breach of personal privacy. 
 
See Appendix C for Guidelines on Managing Privacy Breaches. 
 

ROLES AND 
RESPONSIBILITIES 
 
Employees 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Management within 
each Department 
 

 
 
 
 Protect privacy in executing operational duties and ensure 

personal information is handled with care and confidentiality 
in all City activities. 

 Ensure the collection, use and disclosure of personal 
information is consistent with obligations of MFIPPA and 
guidance of the IPC and Privacy Office. 

 Only collect personal information with proper authority and 
informed consent and only collect information necessary and 
proper in the discharge of the Division’s functions. 

 Ensure personal information is accessed only as required to 
carry out assigned duties and service delivery. 

 Report a potential privacy breach to a supervisor/manager 
immediately if unauthorized access, collection, or 
dissemination of information is suspected.  Assistance is 
sought to contain and assess impact and response to a 
potential breach. 

 Take mandatory privacy awareness training for the 
appropriate handling of personal information to understand 
responsibilities and protect privacy in the performance of 
their duties. 

 Take reasonable steps to ensure that personal information is 
not used unless it is accurate and up to date. 

 Ensure privacy obligations and impact is assessed for all 
projects that handle data through the completion of a 
Privacy Impact Assessment. Project management must 
include an assessment of data architecture, a review of 
governance obligations, and required safeguards. 

 Ensure Vendor contracts and performance complies with all 
privacy requirements, including mandatory breach response 
and reporting to the City. 

 
 
 
 Promote a culture and business practices that ensure City 

information is accessible, while respecting legislative 
requirements and the principles for responsible collection, 
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Medical Officer of 
Health 
 
 
 

use, protection and disclosure of personal information set 
out in this policy;  

 Ensure that policies, procedures, and privacy breach 
reporting requirements are followed to prevent unauthorized 
use or disclosure of personal information.  This may include 
security and safeguarding protocols for information 
management and data governance within a 
Department/Division, between Departments/Divisions, 
Vendor responsibilities, and external access. 

 Ensure that the retention of personal information under the 
custody and control of the City is in keeping with this Policy 
and the Records Retention By-law 11-040;  

 When introducing new services, programs, systems and 
technologies, prepare a Privacy Impact Assessment to 
address privacy implications, as required, in compliance with 
the principles set out in this policy;  

 With respect to information security, ensure all information is 
protected and cannot be accessed by unauthorized 
individuals and processes are in place to maintain its 
integrity; 

 Ensure privacy is embedded into the creation of all 
procedures for the collection, use, protection and disclosure 
of personal information by City employees and third parties 
(e.g. vendors, contractors);  

 Release requested personal information directly to a 
requesting individual, when the information does not fall 
under one of the exemptions to disclosure of personal 
information set out in Section 38 of MFIPPA. When not 
permitting the release of personal information to the 
individual to whom it pertains, advise that individual that they 
may file a formal request for access to information from the 
Access & Privacy Office; and 

 Report apparent and suspected breaches of privacy to the 
Privacy Office immediately, taking steps to contain the 
breach and mitigate privacy risks as first priority. 

 
 
 
 
 Responsible and accountable for overseeing the 

administration of the Personal Health Information Protection 
Act (PHIPA) for programs supported by the Medical Officer 
of Health. 
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City Clerk 
 
 
 
 
 
 
 
 
 
 
 
Director of 
Information 
Technology 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Manager, Corporate 
Records and Freedom 
of Information (Office 
of the City Clerk, 
Privacy Office) 
 
 
 

 
 
 Responsible and accountable for overseeing the 

administration of the Municipal Freedom of Information & 
Protection of Privacy Act (MFIPPA), and the Personal 
Information Protection and Electronic Documents Act 
(PIPEDA) within the municipality and for decisions made 
under the above legislation;  

 Ensure oversight and compliance with this policy; and 
 Investigate and respond to privacy complaints received from 

the Information Privacy Commissioner of Ontario (IPC). 
 
 
 Ensure all information handled on behalf of a Department is 

subject to IT architecture and governance that upholds the 
data use and access restrictions required under the consent 
and use for which the information was collected. 

 Ensure Privacy by Design principles, attached as Appendix 
D, privacy risk assessment and data architecture is 
integrated throughout IT project design, security 
assessment, business impact assessment, and project 
management governance, in cooperation with the Privacy 
Office.  

 Ensure platforms, data handling protocols, data analytics, 
and associated governance do not create or access 
personally identifiable information without consent. 

 Ensure IT Vendor obligations uphold MFIPPA requirements. 
 Establish clear breach response protocols for all IT data 

architecture projects  
 Establish audit trail best practices that are supported by 

technology tools in place within the City to ensure 
unauthorized internal access to information is monitored and 
reported. 

 
 
 Manage the corporate Privacy Office; 
 Provide advice and establish standards, protocols and 

procedures to support this policy;  
 Review Departmental guidelines and procedures with 

respect to privacy upon request from the Department;  
 Review and make recommendations regarding the privacy 
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Program Manager, 
Healthy and Safe 
Communities 

impact of new and existing City services, programs, systems 
and technologies upon request from the Department (i.e. 
conduct Privacy Impact Assessments); 

 Develop privacy awareness tools and training and make 
available to all City staff to improve privacy awareness; and 

 Investigate reports of privacy breaches and complaints of 
the misuse of personal information brought to their attention 
by City staff and advise staff on their response. 
 
 
 

 Provide advice and establish standards, protocols and 
procedures to support the Personal Health Information 
Protection Act (PHIPA);  

 Investigate reports of privacy breaches and complaints of 
the misuse of personal health information brought to their 
attention by City staff and advise staff on their response.  

 
MONITORING The City Clerk shall be responsible for receiving complaints or 

concerns related to this policy. 
 
 
 

LEGISLATIVE AND 
ADMINISTRATIVE 
AUTHORITIES 

The Municipal Freedom of Information and Protection of Privacy 
Act (MFIPPA) governs the collection, use and disclosure of 
information by certain institutions in Ontario including 
municipalities, public library boards, and police services boards. 
The purpose of MFIPPA is to provide a right of access to 
information in the custody of and under the control of the 
institutions with the principle that information should be made 
available to the public and that necessary exemptions from the 
right of access should be limited and specific. The purpose of 
MFIPPA is also to protect the privacy of individuals with respect to 
personal information about themselves held by institutions and to 
provide individuals with a right of access to that information.  
 
The Personal Health Information Protection Act (PHIPA) sets out 
rules for the collection, use and disclosure of personal health 
information. These rules will apply to all health information 
custodians operating within the province of Ontario and to 
individuals and organizations that receive personal health 
information from health information custodians. The rules recognize 
the unique character of personal health information – as one of the 
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most sensitive types of personal information that is frequently 
shared for a variety of purposes, including care and treatment, 
health research, and managing our publicly funded health care 
system. 
 
The Personal Information Protection and Electronic Documents Act 
(PIPEDA) is a Canadian law relating to data privacy. It governs 
how private sector organizations collect, use and disclose personal 
information in the course of commercial business. In addition, the 
Act contains various provisions to facilitate the use of electronic 
documents. PIPEDA became law on 13 April 2000 to promote 
consumer trust in electronic commerce. The act was also intended 
to reassure the European Union that the Canadian privacy law was 
adequate to protect the personal information of European citizens. 
 
 

REFERENCES • Privacy by Design Principles – Information & Privacy 
Commissioner of Ontario 

• Municipal Freedom of Information & Protection of Privacy 
Act 

• Records Retention By-law 11-040, as amended 
APPENDICES • Appendix A – What is Personal Information 

• Appendix B – Providing Notice of Collection 
• Appendix C – Guidelines on Managing Privacy Breaches 
• Appendix D – Privacy by Design Principles 
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APPENDIX A 
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APPENDIX B 
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APPENDIX C 
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APPENDIX D 
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